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Abstract 

New unmanned vehicle robotic technologies, both UGVs and UAVs currently under 

development will change the future of warfare. Discussed are the implications of this changing 

paradigm along with the new strategies, surveillance tactics and future innovation that will be 

implemented. Considered also are the political and media related issues. The game of hide and 

seek, electronic attack and robots VS humans and/or robots VS robots are projected into the 

future in this dialogue. The future cometh in the modern battlespace - Adapt or Die. 
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Introduction  

 
 

This short work is one in a series of dialogues, discussions and eBooks on Future Technology 

and this particular work belongs to a sub-series on the Future of Technology in the Modern 

Battlespace. These works are being done thru the Online Think Tank in the hopes of propelling 

the future of mankind and the Military Technology research is being done to protect the peace 

and Human Civilizations.  

 

As Carl von Clausewitz has in so many words proclaimed; The Leader who fails to protect his 

civilization from his enemy, does so at the expense of his people. Advanced defense technologies 

therefore are paramount to the on-going nature of human societies. It is not good or evil to 

promote military technologies, for it is a given, it just is and those who ignore the warnings or 

history of past periods are sure to repeat them. This author does not promote the needless 

slaughtering of one's own species or attempt to glorify war.  

 

"War is Hell and thus you must bring Hell to your enemy 

before he delivers it to you"  -  Lance Winslow  2000 

 

Indeed in all practical terms it makes the most sense to avoid military conflict to the fullest 

extent and insure open communications lines and human politics to render win/win situations for 

all those involved to come to an understanding which is best for all concerned. 

 

"The best advice for War is not to have one, but if you do have one 

the best advice is to win - Decisively!"   -  Lance Winslow 2001  

 

We must continually work on shoring up threats and develop technology to insure our National 

Defense and the defense of our allied nations. In Future Periods human wars may disappear, but 

we do not live in future periods, we live in the present. It is important that we get that philosophy 

straight first and so let's begin this dialogue. 
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Section I 

State of the Technology 

 

 
 

Currently there are many different robotic options available to modern militaries. Robots can be 

run by wire from a distance, run by remote control, steered thru tele-robotics or semi or fully 

autonomously. There are plenty of "fire and forget" weapons, dumb weapons and smart 

munitions as well. The line between categories is often blurred with steerable big-gun rounds, 

aircraft swarm UAV control and Tele-robotic machines which can fire thru human command or 

by way of software rules that include target identification and firing.  

 

How fast is this technology moving? Very fast as we noted the first fully autonomous vehicles 

made it thru a grueling course set up by DARPA. Contestants in the Grand Challenge borrowed 

technologies from any industry they could find them and thanks to all the various sponsors of all 

the teams, they too learned a thing or two.  

 

These companies and industry sponsors will enjoy the findings of their research and the transfer 

technologies that come forth in the future. Such new technologies into the marketplace will 

increase efficiency and productivity. But that is just the start as these technologies will save tens 

or thousands of lives on our Nation's Highways thru SmartCar Systems and Net-Centric 

Automobiles of the future.  
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There have been many Military Contracts awarded for robotic systems in the United States, 

some have already been introduced to the modern battlespace and there will be many more to 

follow. Including fully autonomous logistic convoys, submarines, ground combat vehicles and 

more UAV models and all these future promises have already been outlined in the Army's Future 

Force and Air Force Road Maps. Many are fully funded in the Nation's budget. 

 

Quite a few other allied nations have also added robotic unmanned vehicles monies to their 

budgets and rightfully so. Allied nations must protect against rogue nation technologies, 

International Terrorists sponsored by rogue nation-states and technologies sold to rogue nations 

by quasi-friendly super powers. As the technology of robotic warfare progresses so to will the 

technologies of our declared and undeclared enemies, our future potential enemies and their 

aligned rogue-alities.  

 

Robots in the Modern Battlespace 

 

 
 

Today the United States has many robotic fighting tools in theatre that are used every day, from 

the predator drones to the anti-IED robotic bomb squad units. There are hand-held UAVs as 

well. Currently being tested along our borders and in Iraq and Afghanistan are technologies I 

am not at liberty to discuss at this time, perhaps it will be all public knowledge in the near future. 

Indeed it does not take a rocket-scientist to figure it out, one only needs to read the defense 

industry rags from around the Globe and apply just a little imagination. This of course is only the 

beginning, 
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As smart as these Future Fighting Force tools are they are only going to become smaller, more 

robust in capability and more prolific in numbers as they help determine the outcome of 

conflicts. Even the enemy is working frantically to copy our use of robotics and although their 

remote detonation of road side bombs, car bombs and other incendiary devices are rudimentary, 

it often unfortunately serves its purpose. Using cell phones, Sony Play Station parts and other 

available electronics this is indeed a mild form of robotic usage also. 

 

Hezbollah, Hamas and Iran have all used UAV surveillance. Hezbollah shocked Israel when they 

used a radar-guided missile to attack a war ship during the Lebanon Conflict. Some believed the 

technology to be Chinese, perhaps some Israeli technology, which was sold to the Chinese, re-

packaged to Iran and given to Hezbollah. Either way the International Terrorists, insurgency in 

Iraq and even Al Qaeda is not without some modern robotic technology. 

 

Proper use of robotic technology solves many problems in our military. It is estimated that for 

every soldier or airmen on the frontline or participating at the tip of the sword there are 20-25 

military personal through-out the command & control and logistical supply chain. Military 

robotics clearly increases efficiency and productivity - delivering more for less and with pin-

point accuracy. The Future Fighting Force roadmaps are dead on target with regards to the use of 

robotics on the battlefield and none of this is not by accident. They are designing the future of 

war and changing the paradigm of political impasse, warfare tactics and military engagement 

protocol.  

 

Now then, it should be noted that less than 1% of all the humans who have ever lived have died 

in war. Although we hear more about the deaths in war today due to the far-reaching and often 

biased media the truth is that major fighting is concluded quite quickly with much less collateral 

damage thanks to smart munitions. This does not make armed conflict less devastating for those 

involved, yet it must be considered when discussing the reality of war technology. Indeed, just 

because allied forces can fight with unheard of precision does not mean the enemy will not attack 

pure civilian soft targets to promote their will or radical notions.  
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There is and has always been a good bit of the national budget of any nation, spent 

on its military, as it is important to protect all they are and all they have built. 

Wouldn't you? Indeed and so we all do, both friend and foe. Due to the huge 

amount of expenditures there are always many companies and entrepreneurs 

willing and ready to work on research and development of war toys. Yet, the 

business of war is not a game and the stakes are very high - self preservation of a nation being 

amongst the top rationals. 

 

Robotic Technology on, above and below the battle field has come a long way in the last couple 

of decades and yet this is only the beginning. Coming soon will be many new applications such 

as robotic units to pick up the wounded and take them to military medical facilities. There will 

also be MAVs or Micro -Air Vehicles perhaps capable of swarming like insects. Bird sized 

MAVs are already nearly ready for service. Fully autonomous perimeter security mobile robots 

with weapons attached are already being deployed. Underwater Unmanned Vehicles are also in 

production with some units already in the water.  

 

Unmanned Vehicles  
 

" Future Rules of Engagement"  
 

 
 

The idea of robots sent to annihilate the enemy is troubling for many to contemplate, especially 

after watching some of the Hollywood Movies of the last couple decades. Some ask what if they 

mal-function, yet could it really be any worse than human soldiers who in the past have raped 

and pillaged? It is a fact of war, in past periods it was accepted, the spoils of war, today it is not 

acceptable, but it happens. Will robots left to their own recognizance be any less problematic 

with their rules of engagement? 
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Indeed one has to ask if one side uses robots who is to say the other side will have as 

sophisticated of robots which will have better artificial intelligent software  able to discern 

friendly, non-combatant, enemy or foe? Who makes this decision and who is designing these 

systems and programming their software? Once all nations have such things should they agree on 

open source code as a way to level the battle field and protect innocent civilians? Open source 

code, ouch? What about hackers, can you imagine terrorist hackers in the future taking over 

entire robotic armies? And what if and when these systems are damaged who is to say if that 

mal-function may cause unnecessary death of civilians or initiate friendly fire? The question with 

robotic war fighters has been pondered; Who decides who lives or dies? Whether this question is 

answered soon or whether it takes time to render such a decision, the predicament and perplexing 

problem is here and it is here now. 

 

Few would argue that terrorists should be eliminated by any and all means possible including 

robots or UAVs with Hell-Fire Missile Systems. There have already been high-ranking military 

men and futurist philosophers contemplate this problem and the consensus appears to be that 

Robots should Not be allowed to kill humans unless a human being is in the loop, which seems 

to point towards the future of "Video Game Warfare" thru a tele-robotic motif. Then the robotic 

unmanned ground vehicle, system or UAV is nothing more than a tool at the hand of a human?  

 

 

 

 

 

 

Should this be a rule that humans must be involved be added to the Geneva Convention? It 

appears that war treaties are rarely followed and the Geneva Conventions may be followed at the 

on-set, yet as a nation-state builds on its Nationalism thru religion and has labeled the enemy 

unfit to lead or live then they rationalize the breaking of the rules. Some say this is merely a 

survival mechanism since in "True War " are there any rules at all? Kill or be killed is often the 

only thought process that is working as the battles thicken and the stakes become higher. 
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If one side breaks the Geneva Convention in one area then is the other side justified in casting 

aside all the rules or should it be more like a sporting event with penalities? As the reciprocal 

responses escalate can we really expect any such rules over robotic warfare and robots engaging 

humans on their own accord to be meaningful? After all one can easily argue that a human 

programmed the machine in the first place and therefore it is still a hand tool of war.  

 

Does a Bomber Pilot really know where the dumb bombs will land? Does Hezbollah as it sends 

2,000 rockets into Israel knowing they will be hitting innocent civilians really care? Will such 

rules whether sponsored by the UN, NATO or agreed upon in advance by all nations amount to 

anything worthy? And to that point in the heat of battle when one side is over powered, will they 

not pull out all the stops? Currently there are all sorts of rules on Chemical, Biological and 

Nuclear weapons, yet it seems these are often in the arsenals of all Nation's Militaries today. 

 

We have all heard the saying; All is Fair in Love and War. Indeed it is amazing how many 

people believe just that and in the heat of battle ones strict adherence to rules will be challenged 

more often than not. What about Isaac Asimov's famous Robot Rules? (source: WikiPedia). 

 

The Three Laws of Robotics: 

1. A Robot may not injure a human being or, through inaction, allow a human being to come to 

harm 

2. A Robot must obey orders given to it by human beings except where such orders would conflict 

with the First Law. 

3. A Robot must protect its own existence as long as such protection does not conflict with the First 

or Second Law 

Later a Fourth Law was added (The Zeroth Law): 

4. A Robot may not harm humanity, or, by inaction, allow humanity to come to harm. 

 

Apparently current military philosophers and thinkers are not the only ones contemplating the 

future reality and the use of robots in warfare. It appears that Isaac Asimov's rules for robots is 

totally out the window or perhaps we might say that the future force robots will soon be coming 

thru an international terrorist window near you?  
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International Terrorist Proxies and Rules 

 
We already know that International Terrorist Organizations are using robotic technologies to 

wage war against the "infidel" or those who have a different belief system in the name of their 

god or so they proclaim. So far we know that UAVs mostly small aircraft model size are being 

used, but in the future they will certainly have unmanned ground vehicles and suicide bomber 

cars without the person.  One advantage the International Terrorist enemy has is that there are 

plenty of folks that they are able to recruit to carry out such murders. Their devaluation of human 

life is already evident not only with the civilians they murder but with those who have joined 

them.  

 

If rules are made in the future and it is agreed upon by all nations that robots can only kill other 

robots if autonomous or can kill human combatants only if there is a human pulling the trigger or 

in the loop, even if tele-robotically; we still cannot expect International Terrorists to play by such 

rules. After all, they purposely cut-off the heads of their hostages - clearly this is against the 

Geneva Conventions.   

 

If International Terrorists have no nation-state of their own to be held accountable by the 

International Community, then we should not expect any of them playing by the rules. When 

rogue nation-states hire out International Terrorists to do their bidding we should not expect the 

rules to be followed either. If you are fighting an enemy on an uneven playing field, well this 

simply does not make any sense at all.  

 

Can we therefore expect that their will be different rules of engagement for murderous 

International Terrorists who pride them selves in blowing up innocent civilians in schools, buses, 

trains, malls, office buildings or planes? And how do we deal with the nations who hire these 

criminals out, fund them and give them WMD or robotic high -tech weapons? Who is 

responsible in this case?  
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Enemies with US  

Unmanned Technologies 

 

 
 

Each time the US or one of our allies develops advances in robotic weapons of war there is a 

chance that these weapons will make it into the hands of our enemies. If a company sells 

weapons to another nation, which in-turn sells them to Iran and we know Iran to be sponsoring 

International Terrorist Organizations then these weapons will be used against US Troops in Iraq 

or against the Jewish State of Israel or innocent civilians at soft targets such as Ferries, Public 

Gatherings, Train Stations, Critical Infrastructure or Commercial Aircraft.  

 

Robotic Electronic Space Technologies will end up being used for weapons of war and to help 

guide weapons systems. If an Indian defense contractor sells robotic systems to Iran, they could 

very well end up killing US Troops. If India trades weapons technologies with Russia then 

Russia could easily incorporate them into the anti-aircraft systems it sells to Iran who in turn 

might give them to Hamas or Hezbollah. The International Weapons Industry will find ways to 

get technologies into the hands of those who are willing to pay for them.  

 

The more difficult the transaction the higher the price and the more money involved for all the 

participants. Even if all these types of sales stopped, which they never will, still the amount of 

information flow and the number of spies in Nations producing such weapons technologies are 

huge. The International Weapons Dealers Networks reach around the globe and deals are 

made and rogue nations who desire such weapons and have the money, will succeed in 

acquisition. 
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Thus whatever weaponry in the robotic warfare realm that is produced will be available to friend 

and foe alike. Even if most nations agree to rules of engagement that are fair to humanity, war is 

still hell and in the end will anyone follow such rules, as there are no points for second place. If 

the US Defense Contractors sell to allied nations and some quasi-friendly nations, it still only 

takes a few side transactions and a little bit of reverse engineering before your top secret 

technology is in the hands of your most brutal enemies.  

 

Some robotic defense technologies should be shared for peaceful endeavors and used for the 

common good, but we know all to well, that evil men and the innate characteristics of mankind 

will indeed intervene and they will be used against his fellow man. Self Driving Transportation 

could be used for many things increasing the flows of human civilization. Eventually these 

technologies will be available to free-enterprise for commercial uses. The sooner the better in 

order to save lives, but just like nuclear power, we know all to well what mankind's first use for 

this technology was and it was not pretty. War never is.  
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Section II 

Hide and Seek Strategies 

 

 
 

In the age of robotic mobile missile launchers and autonomous or tele-robotic border patrol 

sentry units any defending nation, which anticipates a surprise attack will strategically place their 

weaponry to protect it from the incoming attack. Tactics such as camouflage and turning off 

electronic signatures will be employed.  We know from Gulf War I and Gulf War II that the 

opposing military often attempted to hide their military equipment inside of structures, behind 

buildings or dug into the local terrain. Indeed none of this is too surprising - it is just using 

caution to better the odds. 

 

As weapons become more sophisticated and satellites are able to pre-map the terrain, the 

slightest change will trigger an anomaly and alert the opposing force of a potential target, a dead 

give away for sure. Still in this day and age of mobile robotic defense a cat and mouse game can 

be employed to prevent destruction of defense assets. It is hard to hide from the latest 

sophisticated spy-satellites, as much of the technology can even find oil far below the Earth's 

surface, thus finding an iron army tank or mobile track missile launcher is not too tough.  

 

The mobility of the unit does provide at least a small level of advantage against the sophisticated 

systems that nations like the United States now employ, but is it enough? Case in point might be 

Iran's Russian bought mobile missile launching systems VS a 22,000 sortie US Strike. 
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They say that in major tank battles in the current paradigm of the Net-Centric Battlespace; once 

the battle begins the life expectancy of a tank and its crew is just around 2 minutes. Of course 

with robotic weaponry there will be no humans in the tank, mobile missile launcher or border 

perimeter robotic sentry. Still any nation investing is such high-tech war toys knows that they are 

very expensive and must have systems aboard to prevent their earlier destruction in the very first 

round of battle or the initial attack.  

 

For such a piece of military hardware to survive it must remain undetected for as long as 

possible. This means no heat, no electronic signature, no movement, no changes in terrain, which 

is easier said than done. Indeed, we are asking these units to be invisible to all modern day 

sensors and also to the human eye. Is this even possible?  

 

Fooling the Sensors 
" Decoy and Deception"  

 

 

 
There is no doubt that the stakes are very high for the defending nation and any mistake or 

failure to understand the opposing force and their ability to be "all knowing" in the modern 

battlespace bubble will result in severe losses and perhaps their most important defense barriers. 

One new technology which will change and tilt the scale of favor slightly towards the defending 

nation are the new materials such as carbon composites and vehicles made out of predominantly 

nano-tube structure. Some current sensors on strike aircraft might have trouble finding them, 

however generally the targets, their locations and type are already pre-known prior to the striking 

aircraft's mission. However being mobile insures fluidity of motion and a slight advantage. 
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The goal in the first series of strikes is to eliminate Surface-to-Air threats and the US Navy and 

US Air Force are extremely proficient at this. Older hardware such as tanks, mobile missile 

launchers and vehicles made of steel and iron really will not be able to maintain their 

concealment in today's battlefield; They are Toast, as ready room participants often say. 

 

Other strategies will also be considered by the defending nation; "If" the military mobile defense 

systems are made of hard to see materials, well hidden from view, will turn off all electronic and 

allow the engines to cool completely they will render little if any heat signature. Is it therefore 

possible for them to remain somewhat hidden? Somewhat is not good enough in the modern 

battlespace or the new paradigm of warfare. 

 

If something sits too long it will show up as an anomaly on the Spy Satellite and if it moves too 

often it will have a heat signature and perhaps a CO2 plume which also shows up under various 

spectrums of light. What if the vehicles were electric? Indeed, this makes sense too, but electric 

motors also get hot and take a little while to cool as well and they will need to power up a motor 

of some type at sometime to re-charge. Even if they were solar powered, they would still require 

large solar panels thus giving away their position. 

 

This does somewhat remind us of the saying; "No where to run, no where to hide!" Of course 

this is the goal of the opposing strike force. When a defending nation is in such a position, it 

makes their political will and demands somewhat fruitless, as if push comes to shove and 

political impasse rears its head then there is always hell to pay.  

 

Of course the striking force has the element of surprise and this is a huge advantage and as long 

as the intelligence is tight, this is a feather in their cap. The striking force will also employ 

various tactics such as running decoys to get the mobile missile launchers to "turn on"  and as 

soon as they do, they become instant targets or are painted for the real strike force which cometh. 

Although we have not seen small UAVs illuminating as larger targets in swarms, we will. 
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One problem is that 10,000 men scattered across a thousand square miles might sit and wait with 

shoulder launch surface-to-air missiles, although generally these are only good for a few miles. A 

man portable unit does create risk for the striking force, although many of the smart munitions 

will be dropped from much higher altitudes and therefore these weapons are not viable to prevent 

the striking force from taking out mobile missile launchers or fixed SAM sites or defense 

systems.  

 

A nation defending itself may attempt to use shoulder launched surface-to-air missiles to prevent 

first strike although this will most likely lead to more robust anti-personal weapons being 

dropped strategically from the air. So that might not be such a smart move. Indeed, a defending 

army might be better off to hold onto those weapons until after the first strike, because the first 

strike will probably be very successful and thus they will need these weapons for later.  

 

In Vietnam often the striking force would encounter hundreds of people lying on the ground and 

firing straight up as the aircraft flew over on their bombing runs shooting nothing more than 

small arms (guns).  Did this work? Not often, but it goes to show you to what lengths armies will 

go to defend their infrastructure, equipment or nation.  

 

The defending army will often set up decoys and employ deception tactics also, much like the 

striking force. In fact they might set up a used pick-up truck with junk in the back under a not so 

perfect camouflage cover, knowing the striking force will consider it a target and as the striking 

force comes in, they are picked up in a trap. As great as these types of decoy strategies might 

have worked in past periods, one must understand that the sophisticated military hardware of 

today allows an eagle eye view of the situation and such a tactic could back fire completely.  

 

Of course all too often an army will underestimate their competitor and thus pay the ultimate 

price. The mission of the striking force is to eliminate the enemy's defense systems, crush their 

communication infrastructure and then hit the main objective targets. In a full-scale war there 

will be many targets and thus it might take 72 hours to hit them all, most likely not, but it is 

possible that the major fighting in a modern war could last that long.  
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Total War  or complete annihilation of all life and complete surrender can take much longer as 

the human slaughter rages on. It is a gruesome spectacle, but is a fact of human history. Robotic 

rapid warfare might indeed speed things up and actually produce far fewer human civilian 

casualties.  

 

One more recent tactic being implemented by some rogue combatants and rogue nation-states is 

to use human shields, knowing the striking force will have to deal with the media backlash in 

the event they attempt to hit the target anyway. Luckily with very accurate smart munitions, this 

will not always work, but sometimes the tactic does work, for instance an enemy command and 

control which is located in the basement underneath a civilian school, hospital, religious location 

or apartment complex.  

 

The civilians normally do not have a choice, if they protest they will be killed and so either way 

they are needless victims. Of course if a defending army no longer values the lives of its citizens 

more the reason for continuation of the strike to institute regime change for the sake of human 

rights and humanitarian causes.  

 

Indeed the media is being used as a tactic of deception in modern wars and human conflict. 

Although often enough the media becomes extremely limited after an electronic attack and after 

communication of the enemy is completely defunct. This brings up another point of contention, 

if the media is aiding the enemy and prolonging the conflict then more needless human life will 

occur, thus is the media to be amongst the first targets? Some say yes, others deplore the 

concept. I stand neutral for I am not a General, but, I do value human life and thus would tend to 

consider ALL options.  

 

The other issues with regards to media is that their communication systems also show up as 

electronic signatures and must be isolated by the striking force, if possible and if not possible 

perhaps more of a reason to eliminate all possible treats to insure a quick, decisive and complete 

victory. (NFP).  
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Other interesting new tactics are Infrared Heat Signature decoys which will mimic the heat of a 

soldier, combustion engine, ship or just engine aircraft. Scattering such decoy systems to fool the 

enemy does make sense especially as both the striking offensive force and the sitting duck 

defense army plots its battle strategies.  

 

New uniforms are already being developed to keep body heat signatures to a minimum, vehicles 

are being specially coated and the heat from exhaust being rerouted and reused to make energy. 

Stealth aircraft also spread out the heat from the exhaust, these simple strategies and more will 

continue to be used and these technologies will continue to evolve. 

 

Fiber Optic Ground Vehicle Strategies 
 

 

 

 

 
 

In previous wars the radar systems to locate enemy aircraft were located away from the anti-

aircraft SAM sites. The enemy would leave the radar system off until the aircraft were very close 

and then flip the switch to turn it on, paint the target and then launch, as soon as possible. This 

made it hard for the striking force to find the target without using itself as bait, quite a deadly 

game of cat and mouse. With mobile missile launchers the defending nation believes it has the 

advantage and whereas it does have "an" advantage it does not have "the" advantage and 

there is a huge difference. 

 

Currently some nations are developing robotic mobile anti-aircraft missile launchers which 

have a very long fiber optic cable. The robotic missile launcher will be displaced to 

predetermined locations and rotate its position every three or four days. The robot will stick a 

antenna stake in the ground which will allow communication with its tele-robotic operator and 

then unwind a 1/2 to 1 mile long cable as it goes. Any communication electronic signature will 

show up at the stake and not at the mobile missile launcher. Provided the unit has excellent 

camouflage and cover, it might greatly increase its survival rate.  



 
22 

 

One of the systems being designed now uses 3G + wireless phone technologies, but the 

defending nation must realize that those wireless phone towers will be first on the list as targets, 

because the potential disruptions of the cell-tower plume and cellular signals by stealth fighter 

might be enough to help track them or might help track terrain following stealth unmanned 

combat aerial vehicles (UCAVs). 

 

Tele-robotics left without communication just leaves one more sitting duck target for the striking 

forces. These technologies need to be re-thought completely. Tele-robotic systems in the 

battlespace make sense if you are in control of the communications system, but when you are the 

defender under attack from a modern strike force, that is the first thing that goes - all your 

communication and thus collapse of command and control, chaos and loss of the battle.  

 

Additionally, as defense contractors work to perfect these tele-robotic systems and the fiber optic 

line separation to prevent electronic signatures, UAVs are being developed with optical flow 

sensors to locate straight line anomalies which can see the line strewn out. A small low level 

UAV might seek and destroy or fly over to the robotic mobile missile launcher and drop off a 

hand grenade or become a single mission UAVs with an aboard destruct on impact device. 

 

Since multiple sensors such a lidar, radar, infrared, optical and sonar will be used by both the 

invading strike team and the defending army, even if the electronic signature is removed, the 

heat signature and satellite anomaly are still active.  

 

You can fool some of the sensors some of the time, 

but you cannot fool all the sensors all of the time. 

 
Although I have not heard any discussion on this topic it might make sense for the defending 

army to string multiple fiber optic lines from multiple directions and coat the fiber optic lines 

with the local color for camouflage, then use frequency hopping or skipping with the tele-robotic 

communication system.  
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If one antenna is hit, it will simply stop being used by the system and the remaining antennas 

will be used. With multiple targets all around the area will appear to be a hot bed of activity and 

attract the invading forces closer - "Trap Door Spider" technique .  

 

Indeed, of course the more computer advanced striking force would design artificial intelligence 

to estimate the location of the units based on how the antennas were laid out and send in seek 

and destroy loitering smart munitions. Once the target launches to hit "the seek and destroy" 

drone, it will be identified as a target and thus immediately eliminated. Next! 

 

If the defending army attempted to do this then the system might be viable to for a small nation-

state against an unsophisticated attacker. Yet, even Iran, which has added the "old junk" used 

Russian Missile Launchers to its defense systems, which have active matrix RFID satellite tags 

hidden and embedded inside so they can be tracked and identified by US Satellites as practice 

targets; well it simply will not work against a sophisticated striking force. Indeed with spy 

satellites which find anomalies in Earth's surface height of over 2 feet, even a new retaining wall 

shows up on the images and the artificially intelligent computers finds these within hours.   

 

Even if you can fool most of the sensors most of the time, 

good luck fooling the satellite by day or by night! 
 

What if the Solar Flares knock out the spy satellites? Well this is not likely, but even if they did 

the Stealth UAVs can see the ground and their imaging is even truer than those of the satellites. 

There is really no way to hide old iron and steel mobile Russian missile launchers, indeed this is 

why the Russians sold them to Iran you see? Whether they are robotic or driven by men hell-bent 

in dying in battle for their god is irrelevant, they will not escape elimination from the battlefield. 

 

What about a new low to the ground mobile missile launcher made out of carbon composite and 

electrically powered from a fuel cell? Well, unfortunately there is the heat signature issue again, 

as during the conversion process fuel cells generate quite a bit of heat. If the heat is kept at bay, 

then perhaps this might be possible if the unit is low to the ground in a flat shape, although if it is 

too flat it will not be able to get over rough terrain and if it stays on the roads it will get picked 

up either way. If the unit gets stuck or it runs out of juice, like a sitting duck until destroyed. 
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What about a self-burrowing robotic mobile missile launcher made out of composite that runs on 

an electric motor? Well, ha ha ha, yes, yes , indeed, there is always another way. Of course it 

takes a lot of power to bury such a unit and while it would be safe underground from electronic 

attack for the most part, it may not be able to unbury itself in time to help in the defense of the 

nation-state. If something like this is ever developed it will most likely be done in the United 

States where they have the research and development budget to do so. Good point. 

 

Now if 1000s of these could be buried and hooked to fiber optic lines with antennas away from 

their position they most likely could survive the onslaught of the aggressor, but it is difficult to 

undertake such a project without someone noticing and thus the striking force would avoid this 

area until after the war and then go collect all this buried electronic treasure. If the aggressor 

knows of this thru intelligence gathering of other geo-spatial analysis, they might adopt a much 

more robust set of first strike weaponry such as nuclear or an MOAB type scenario. 

 
 

Electronic Attack (EA) 

 

 
 

Electronic Attack is an option of modern first strike military action, but it is not always the best 

option. This is because if you go too heavy handed and take out ALL the electronics, then it will 

be difficult to intercept transmission for Intelligence Gathering or use the electronic 

transmissions as homing beacons to pick secondary targets. One error that is often made as 

nations reach a political impasse and stop talking is that the rhetoric heats up and some nations 

over boast their military defense systems.  
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Often this leads to an over kill approach for not only over powering the defending nations 

electronic defense systems but literally taking out all the electronic systems in the entire country. 

One of the major flows of any civilization is the flow of communication and when it disappears 

the nation-state will be on the verge of collapse even without the war going on. Chaos and 

Controversy does assist in warfare, but it also leads to additional problems later on. A Generals 

goal is to win and indeed his major concerns are with his team not the opposing force.  

 

Quelling the communication of Command and Control of the enemy and basic public 

communication that they might use makes sense. Taking out reciprocal defense systems is a must 

to win the battle and if the enemy generals are listening to local media to follow the battle, 

perhaps shutting that down might also be wise. Of course if it is shut down no one can use it for 

propaganda and thus the striking force will need to bring their own news broadcasting systems. 

 

One last ditch tactic of a nation-state defending itself might be to take out "all" communication 

on both sides, for instance attempt to "flash" the satellites and send a large rocket up very high 

with a huge electromagnetic pulse or many such rockets simultaneously. The goal here would be 

to remove all communication and render the smart munitions useless, wipe out Aircraft Carrier 

Communication, remove local AWACS and net-centric battlespace communication systems and 

hope to fight a more old style war with what ever the defending nation has left in the way of 

military equipment and hardware. 

 

Would such a strategy work? Well, for a while, but 

remember that Aircraft Carriers have all sorts of back up 

systems and are protected and submarines could surface and 

be used in their place by way of relay. AWACS could be 

fully operational with new units in 4-6 hours. Aircraft below 

the deck of the air craft carrier would be still in tact and could be 

launched in a very short time period. As our Think Tank ran all these 

scenarios, the amount of redundancy and capabilities of the present US systems would be up to 

90% within such a short proximity that it would be a very bad move for the defending army. Of 

course desperate folks do desperate things and you just never know. Perhaps this is why the US 

Military is ready for these sorts of things?  
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The reality is that the defending nation-state does not have a chance against a couple of aircraft 

carriers and a fully-integrated net-centric battlespace using all the modern day technology. It is 

not a fair fight. Of course war is not really fair anyway. Even if the defending nation 

got the upper hand even for a brief moment, if the US military ever did 

pull out all the stops, there truly would not be anything left to 

discuss after all the dust settled. Each time we ran all the 

potential eventualities in our war game scenarios, we found similar 

results in the end, as the US Military captured the opposing forces 

King in an extremely short number of moves. Actually all in all it is pretty impressive and our 

scenarios were completely unbiased. 

 

Even a Super Power like Russia or China with modern day advanced weapons and nuclear 

submarines, would have a tough go of it and in the end all scenarios show the Americans as 

prevailing and even with all the luck factored in the number of battles were extended only 

slightly and the war prolonged anywhere from a few additional hours to 1-2 days maximum. 

 

The use of 15 to 20,000 robotic unmanned ground vehicles of the defending nation state only 

slightly added to the total number of sorties and number of smart munitions used, thus only 

adding 5-8 hours total to the air war. The cost to procure this many vehicles for a defensive 

system did not pan out and was a very poor use of military expenditures for the defending 

nation-state. However, for limited wars, border patrols or offense, the expenditures are more than 

justified, as our studies show. Striking forces on the other hand should procure such units. 

 

If the unmanned ground vehicles were underground and hidden until after the first 72 hours of 

the initial attack (if possible), then the unmanned robotic ground vehicles of the defending nation 

state would serve well in defending against the ground war. However, it should be noted that 

after the major SAM sites are removed and the mobile missile launchers destroyed the helicopter 

gun ships and their highly mobile arsenal would render the robotic unmanned vehicles that were 

left rather useless. 
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Now then when a smaller nation-state was defending itself against another small nation-state 

without the fire-power of the United States or NATO combined, then 15,000 robotic unmanned 

vehicles are a very viable war toy. Thus any allied nation would be wise to own tens of 

thousands of them, but any rogue nation-state, challenging the Free-World would simply add 

fodder and targets to their own demise. Any nation attacking a small rogue nation which did not 

have NATO support could use robotic unmanned vehicles extremely affectively without 

maximum air-support and have an excellent chance for a full and quick victory, as long as they 

had a decent striking force air-campaign and the number of sorties needed the prior.  

 

This author in no way is an advocate of robotic unmanned vehicles as the be all, end all of 

military hardware and yet with the rapid advances in this technology it is quite obvious that any 

serious military would be foolish not to leverage these assets in order to serve their political will, 

if such a challenge or crisis occurred.  

 

Can Unmanned Robotic Ground Vehicles Be Shielded from Electronic Attack? 

 

It appears that the answer is yes to a large degree with the proper use of materials. Carbon Nano-

Tube Construction and perhaps lead atoms inside the carbon nano-tubes could encase the 

electronic brains of the UGV and thus protect it from EA. All of this is forth coming and there 

are rumors some of these protection cages with similar make ups in structure already exist. Any 

truly viable unmanned ground vehicle that was expected to survive must have a strategy to 

protect itself in such an environment and against such electronic weapons.  

 

Swarming Robotic Strategies 

 
For unmanned ground vehicles to be affective in the modern battlespace, they must be able to 

work autonomously and together in teams. They will need to share data and be able to run semi-

autonomously if the tele-robotic connection is broken. These unmanned vehicles like the modern 

UAVs will need to go into a safety mode and protect themselves and use artificially intelligent 

software and collaborative connections with other robots on the battle field to continue the 

mission.  
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Of course as these UGVs work together they will be up against UAVs from the enemy also 

working in swarms and networks. Currently there are many UGV - UAV team concepts where 

the two work together and share information for accurate target identification, acquisition and 

hunting. Theoretically speaking if command and control were eliminated by the enemy, the 

unmanned vehicles would carry out their previous orders until they could no longer do so. Of 

course military ethicists have all sorts of things to say about that concept, but it is intriguing to 

know that robots can fight the entire war once they are set lose on the battle field?  
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Section III  

After Round One 

 

 

       
  

 
Today's major conflicts consist of a hard fought a quick paced battle for the higher ground, 

indeed currently the highest ground is already owned by NATO forces and the United States and 

that would include Space. Yes, space, that is to say the satellites that help coordinate 

communication and the flow of information to the entire net-centric system. Indeed, eyes in the 

sky and AWACS are also in control of the high ground. Yet air-superiority and dominance 

allows attack aircraft and helicopter to control the battle.  

 

Thus the first and foremost goal once the war starts is to control the air and eliminate the enemy's 

ability to advance or defend by constantly bombarding their positions. Before any of this 

happens of course the air must be secured for the aircraft to operate at low altitudes. Easier said 

than done as a defending army will have lots of military hardware on the ground that is a threat 

to the strike aircraft.  

 

Strike aircraft operating in such scenarios early on try not to take too many risks, but war is war 

and they are there to do a job, a job that they are well-trained for. If the defending army has 

proper air-defense systems set up then they can attempt to stave off an attack, well as long as 

they can see the incoming attackers.  
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Yes, stealth and therefore you can see the challenge of defending ones nation against such 

technology. A successful offensive air-campaign these days is fought in hours not weeks or 

months. After round one, the air war, the battle field is much different. 

 

In the air-war many tactics are used to eliminate SAM sites and major defensive equipment; then 

it is time to send in the ground teams. If the air-war has been fully executed and most all the 

major targets eliminated the ground war units can have ample close air-support for the rest of the 

battles. Since EA is used often sometimes the enemy is caught in a disarray and they are not 

functioning in any cohesive manner, this chaos adds opportunity to the attacking armies and their 

close air support assets.  

 

This of is an excellent time for the advancing aggressive offensive 

army to employ robotic unmanned vehicles of its own to help in 

surveillance and securing area thru the use of high-tech sensors. Fast 

moving UGVs working with UAVs and tele-robotic human operators 

in mobile command centers or perhaps at a far-away location via satellite 

can cover a lot of ground and mop up without a huge amount of loss of life for the advancing 

offensive ground troops.  
 

Electronic Attack 
  

" What is Left to Fight"  
 

 
Since part of fighting a successful initial air-war consists of disrupting the enemies supply lines, 

communication, command and control and its anti-aircraft defense systems electronic attacks are 

an important tactic. But once the defending army is rendered without such tools or military 

hardware after the first wave of sorties and any electronic attack, what is left for them to fight 

with? Often not much and as chaos ensues each sub-unit of the defending army is on it's own and 

without its prize military hardware that has been eliminated they are left to fight with little more 

than garden hand tools. 
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Most shoulder launched man-portable missiles are full of electronics and thus a strong electronic 

attack often renders the tiny missiles in the hand held tubes as duds. Shooting a dud at an attack 

plane or attack helicopter will most likely be the last thing that soldier does as the attack aircraft 

comes back around or the attack helicopter launches its own rockets in retaliation, by then it is 

too late to hide and too late to run. 

 

At this point surrender might be a wise choice for the defending infantry that has survived up 

until this point, for some enemies with stronger nationalistic pride this maybe out of the question 

entirely. Thus the offensive armies will have to finish what has been started as the defending 

army is out of quarters. Still, in urban areas we notice that insurgencies and hold outs will use 

small arms, IEDs and rocket propelled grenades. Some cultures resort to suicide missions using 

whatever is available that they can find.  

 

For all these reasons it makes sense to incorporate robotic unmanned systems to locate, detonate 

or de-activate roadside bombs using sensors, tele-robotics and sniffers. The advancing offensive 

army should do the responsible thing to cut down on losses using high-tech systems. Robotic 

Systems are already being used on unmanned ground vehicles to locate the direction of incoming 

fire from snipers and then return accurate fire to eliminate the threat (s). 

 

Since the communication systems and perhaps power is out, operating in an urban setting can be 

challenging. Thus the offensive, policing or occupying force must re-establish communications 

without setting up vulnerable base camps that become an easy target for underground left over 

combatants.  
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Cell Phone Tower Dirigibles 

 
Once the communication is knocked out the defending nation will lose much of its ability to 

execute its defense strategy against the attacking army. It will most likely lose all its capability to 

operate its tele-robotic unmanned vehicles as well, which considering the cost of acquisition, 

maintenance and replacement this is not pretty. 

 

Worse think of the potential eventuality of the aggressor army capturing all these robotic fighting 

machines, swapping out chips and adding them as mobile robotic infantry to fight for their side 

against their owners? Without communication the defense army would be helpless to stop the 

robots and would be forced to fire upon them, eliminating those assets or be killed by them.  

 

"The Robot of My Enemy is My Friend?" 

 

 

 

Indeed the power to over ride, eliminate or infiltrate the enemy's communication system can 

work both ways. Perhaps the future of Military Hacking will be its own special command in the 

future. He who controls the robots and the electronics in the Net Centric Battlespace controls the 

battles and eventually wins the war. Once one competitor has the upper hand over the other it 

becomes paramount to regain communications. How can this be done? 

 

Well there are many ways to regain communication and one way is to send up 3G Wireless Cell 

Towers inside dirigibles. Yes, they will become immediate targets and yet if the defending army 

had many of these small relay systems they could constantly send another one up. These units 

might be buried underground in advance just in case with trap doors which could be opened 

causing the system to inflate and float skyward.  
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Sounds crazy enough, but such systems have many advantages during chaos and one only has to 

imagine there current uses in dealing that aftermath of large Hurricanes or Typhoons. When all 

communication is wiped out the entire system could be run with instant up communication 

towers that could relay information to all the robotic search and rescue units.  

 

If the systems were many and small and cheap to build they could be expendable and therefore 

usable in the battlespace too. If the aggressor assumed that the communication was knocked out 

they might attempt to try for hard to achieve targets and then be caught by surprise. 

 

Of course if the aggressor army needed to bring in its own communication it might consider 

floating in its own communication systems on blimps, balloons or dirigibles. This could easily be 

done by using a UAV which had balloon bags with canisters that inflate when they reach the 

desired or designated area to provide communication to run all the unmanned ground vehicles.  

Of course this might be a back-up for satellites, ships, AWACS, UAV relays, mobile command 

centers, ground communication systems and/or base camps. It is that important because if you 

lose communication with your UGVs you might be in for a world of hurt.  

 

Conclusions and Concepts 

 
All nations should consider the use of military Unmanned Ground Vehicles and their various 

uses. Yet at the same time those in charge of such initiatives for future military assets must also 

be completely realistic of their capabilities, vulnerabilities and liabilities. It must be determined 

how they can best serve and when they should be deployed.  

 

Fully autonomous fighting vehicle technologies are now available, yet problematic if they are to 

be counted on for defense or relied upon for offensive objectives when the stakes are high. It 

might well be possible that in the future these units are considered to be safer bet than the use of 

humans on-board the fighting vehicles and although that day is not here yet, it most certainly will 

be some day and some day soon. Unmanned Vehicles will change the future of warfare. 
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For tele-robotic unmanned ground vehicles the weak link is indeed the communication systems. 

Still more discussion, dialogue and strategizing will be needed to adapt to the new paradigm of 

robotic warfare. Electronic Attack and protecting against electronic attack must be considered. 

The future is now upon us, do you have a plan? 
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